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Mobile data carrier 



The invention relates to a mobile data carrier, particularly a chip card. Such 
chip cards have also become known as smart cards. 

To enable unauthorized persons to investigate data stored on such data 
carriers, a method has been publicized in which data patterns processed in the data- 
5 processing circuit can be inferred from the variation with respect to time of a power supply 
voltage at the power supply terminals of a data-processing circuit within the data carrier and 
from the variation with respect to time of a power supply current taken up by the data- 
processing circuit at the power supply terminals. 

It is an object of the invention to at least considerably complicate the 

10 investigation of data patterns by means of the above-mentioned method in a mobile data 
carrier, or to even render this impossible. 

According to the invention, this object is achieved by a mobile data carrier, 
particularly a chip card, comprising a data-processing circuit and a supply unit for applying 
electric energy to power supply terminals for operating the data-processing circuit from an 

1 5 external energy source arranged outside the data carrier, the supply unit comprising a 

voltage-limiting control circuit which is arranged parallel to the power supply terminals of 
the data-processing circuit, and a current control device which, with respect to the supply of 
energy to the data-processing circuit, is arranged in series with the parallel arrangement of 
the voltage -limiting control circuit and the data-processing circuit. 

20 Due to the invention, it is achieved in a simple and advantageous manner that 

an external energy source arranged outside the data carrier constantly feeds a constant flow of 
energy into the data carrier. The voltage and the current with which this flow of energy is 
realized are always constant during the whole operation at circuit points which are accessible 
from outside the data carrier and thus do not allow any inference from individual data- 

25 processing operations within the data-processing circuit. Particularly, it can no longer be 
concluded from the energy flow in a bit-precise manner whether a special computation has 
taken place. 

For the mobile data carrier according to the invention, particularly contactless 
or also contacted chip cards, the invention has the function of a power supply source with the 



PkD 99*501 



tiHD 90.001 ' , ' 

2 25.08.2000 
characteristics that, at the receiving end of the path in the arrangement, via which the energy 
flow for the data-processing circuit is realized, the load is independent of the load on the 
supplying side of this path, and that the source on the supplying side behaves as a current 
source via a large control range. Such a power supply source can be constructed by means of 
5 a parallel control device. Particularly, the contactless energy supply of a chip card has the 
characteristic of a constant current source which does not have to be controlled. 

An advantageous further embodiment of the mobile data carrier according to 
the invention is characterized in that the current control device is adapted to supply an at least 
substantially load-independent supply current, and in that the voltage -limiting control circuit 

10 is adapted to take up an excess current which, with respect to the power supply current, is 
complementary to a power supply current taken up by the data-processing circuit at the 
power supply terminals. 

In accordance with a further advantageous embodiment, the mobile data 
carrier according to the invention is characterized in that the supply current supplied by the 

1 5 current control device is at least substantially controlled in dependence upon only one voltage 
supplied by the external energy source. 

A further possibility of inference in the investigation method mentioned in the 
opening paragraph for a mobile data carrier is provided in that, in a data-processing circuit, 
synchronously clocked logic elements are used in the data carrier, which elements are strictly 

20 controllable with respect to time with the aid of the synchronous clock signal. This time 

control simplifies the assignment of bit patterns to the data-processing operations in the case 
of an unauthorized access. 

In accordance with a preferred further embodiment, the mobile data carrier 
according to the invention is characterized in that the data-processing circuit is implemented 

25 with asynchronously operating logic elements whose signal-processing rate is dependent on a 
power supply voltage applied to the power supply terminals of the data-processing circuit. 

By using asynchronously operating logic elements in the data-processing 
circuit of the mobile data carrier according to the invention, there may be confusion in the 
case of unauthorized access. Switching processes which are transferred by such 

30 asynchronously operating logic elements to the power supply terminals of the data- 
processing circuit generate a pattern which cannot be correlated and from which conclusions 
with respect to processed data patterns cannot be made. Advantageously, the signal- 
processing rate of the logic elements is dependent on the power supply voltage. The passage 
of data of the data-processing circuit is thus automatically adapted to the available power 
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supply voltage. A data-processing circuit formed in this way can function in a wide power 
supply voltage range while using a comparably small number of components. 

In this embodiment, the mobile data carrier according to the invention has the 
further advantage that there is no interference of signals from the data-processing circuit with 
5 signals externally applied to the mobile data carrier or signals supplied to the exterior by the 
mobile data carrier. The protection against the investigation method mentioned in the 
opening paragraph is very high because the electromagnetic radiation of the data-processing 
circuit in mobile data carriers does not even comprise information about data patterns in the 
data-processing circuit. The power supply current taken up by the mobile data carrier is 

10 independent of the processed data patterns. Dependent on the power output of the energy 
supply to the mobile data carrier, the processing rate in the data-processing circuit is always 
adjusted to the optimally possible value. As ag'ainst an implementation of the data-processing 
circuit with synchronously clocked logic elements, an essentially smaller dimensioned filter 
capacitor may be particularly used for interference suppression. As regards the investigation 

1 5 of data patterns in the data-processing circuit, an encryption of the time ranges is achieved, in 
which the data input and output operations and computations are performed. It may be 
achieved that it is no longer possible to determine from the exterior when an actual 
computing process or an input or output operation takes place. 

These and other aspects of the invention are apparent from and will be 

20 elucidated with reference to the embodiments described hereinafter. 



In the drawings: 

Fig. 1 is a block diagram of a first embodiment, 
25 Fig. 2 is a block diagram of a second embodiment, 

Fig. 3 is a detailed representation of a third embodiment, 

Fig. 4 is a detailed representation of a fourth embodiment and 

Fig. 5 is a block diagram of a mobile data carrier according to the invention. 

30 The arrangement shown in Fig. 1 comprises a data-processing circuit 1 with 

two power supply terminals 2, 3. A power supply voltage is supplied via these terminals to 
the data-processing circuit 1, which power supply voltage serves for the supply of energy to 
the data-processing circuit 1 . Electric energy is applied via two terminals 4, 5 from an 
external energy source (not shown) arranged outside the data carrier. The terminals 4, 5 are 
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connected, for example, to a circuit arrangement which rectifies a transmitted electric voltage 
in a contactless chip card and makes this rectified voltage available for energy supply to the 
data-processing circuit 1 . 

The terminals 4, 5 constitute inputs of a supply unit 6 which comprises a 
5 voltage-limiting control circuit 7 and a current control device 8. The voltage-limiting control 
circuit 7 is arranged parallel to the power supply terminals 2, 3 . The current control device 8 
is arranged in series with the parallel circuit of the voltage-limiting control circuit 7 and the 
data-processing circuit 1. This series arrangement is arranged between the terminals 4 and 5. 
The current control device 8 is adapted to supply an at least substantially load-independent 

10 supply current which is denoted in Fig. 1 by means of the arrow with the reference numeral 
9. At least in a given control range, the current control device 8 thus has the behavior of an at 
least substantially ideal current source. The supply current 9 may be controlled by a voltage 
which is present between the terminals 4 and 5 so as to adapt the energy supply for the data- 
processing circuit 1 to this voltage between the terminals 4 and 5. 

1 5 The data-processing circuit 1 is preferably formed with asynchronous logic 

elements whose signal-processing rate is dependent on the available supply current 9 as a 
maximum power supply current at the power supply terminals 2, 3. Dependent on the 
operations performed in the data-processing circuit 1, however, the power supply current, 
denoted by means of arrow 10 in Fig. 1, will be smaller than the supply current 9. An excess 

20 current, shown by way of arrow 1 1 in Fig. 1, and being complementary to the power supply 
current 1 0 with respect to the supply current 9 is depleted through the voltage-limiting 
control circuit 7. The supply current 9 can therefore be dimensioned data-independently. 
Moreover, a capacitor 12 is arranged parallel to the power supply terminals 2, 3, which 
capacitor, particularly in contactless chip cards, is used for avoiding interferences between 

25 signals in the data-processing circuit 1 and signals which are received externally or 

transmitted to the exterior by the chip card. In the embodiment of the mobile data carrier 
according to the invention, this capacitor 12 may be dimensioned to be very small. 

The voltage-limiting control circuit 7 not only has the function of taking up the 
excess current 1 1 but also the function of keeping the power supply voltage at the power 

30 supply terminals 2, 3 within a predetermined voltage range. The capacitor 12 also serves to 
average, i.e. compensate load peaks in the data-processing circuit 1, Since these may already 
be strongly reduced by using asynchronous logic elements, only a small capacitor is required 
for this purpose. 
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In the construction shown in Fig. 1, a control loop is not necessary for 
controlling data-dependent power supply currents, which control loop constantly has a finite 
control rate and thus, as regards construction, cannot realize a complete suppression of such 
data dependencies in the energy supply. In the mobile data carrier according to the invention, 
5 the supply current 9 is completely constant without any data dependence. Due to the voltage- 
limiting operation of the control circuit 7, it is achieved that the current control device 8 also 
remains within its control range at fluctuating power supply currents so that the supply 
current 9 can be maintained constant. 

Due to the control by the current control device 8 after the voltage at the 
1 0 terminals 4, 5, the supply current 9 can be adapted-to the power supply current/power supply 
voltage characteristic of the data-processing circuit 1. 

Fig. 2 is a simplified block diagram, in which elements corresponding to those 
in Fig. 1 have the same reference numerals. The voltage-limiting control circuit 7 is 
represented by a zener diode in this case, and the current control device 8 is represented by an 
15 ideal current source. This current source is shown as an uncontrolled, i.e. non-adjustable 
current source. The power supply voltage for the data-processing circuit is maintained 
constant by the zener diode 7 in a wide range of the energy supply via the terminals 4, 5, as 
well as for the signal-processing operations in the data-processing circuit 1 . 

The embodiment in Fig. 3 is a more detailed representation of the supply unit 
20 6. Circuit elements already described are denoted again by the same reference numerals. The 
energy supply via the terminals 4, 5 is effected from a voltage source 1 3 shown 
diagrammatically. As an equivalent circuit diagram for the data-processing circuit 1 , the 
parallel arrangement of a current source 14 with the series arrangement of a resistor 15 and a 
voltage source 1 6 is shown. 
25 The supply unit 6 shown in Fig. 3 comprises a first and a second transistor 1 7, 

18 whose sources are connected to the terminal 4. The gate of the second transistor 18 is 
connected to the gate of the first transistor 1 7 and to its drain. The first and second transistors 
17, 18 constitute a current mirror. 

The drain of a third transistor 19 is connected to the drain of the first transistor 
30 17 and to a gate of a fourth transistor 20. The gate of the third transistor 19 is connected to 
the terminal 4. A source of the third transistor 19 is connected to the terminal 5. 

The source of the fourth transistor 20 is connected to the drain of the second 
transistor 1 8 and to the power supply terminal 2. A drain of the fourth transistor 20 is 
connected to a drain of a sixth transistor 22 and its gate is connected to a gate of a seventh 
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transistor 23 and to a drain of an eighth transistor 24, The sources of the sixth and seventh 
transistors 22, 23 are jointly connected to the terminal 5 so that the sixth and seventh 
transistors 22, 23 also constitute a current mirror. The source of a fifth transistor 21 is 
connected to the power supply terminal 2 and its drain is connected to the terminal 5, while 

5 its gate is connected to the drain of the seventh transistor 23. Moreover, there is a connection 
between the gate of the fifth transistor 21 and the source of the eighth transistor 24 as well as 
the drain of a ninth transistor 25. A source of the ninth transistor 25 is also connected to the 
power supply terminal 2. While a gate of the ninth transistor 25 is directly connected to the 
power supply terminal 3, the gate of the eighth transistor 24 is connected to this power supply 

10 terminal 3 via a reference source 26. 

Fig, 4 is a modification of the embodiment in Fig. 3, in which elements 
already shown in Fig. 3 are denoted by the same reference numerals. As compared with Fig. 
3, the circuit arrangement in Fig. 4 includes a tenth transistor 27 whose gate is connected to 
the gate of the third transistor 19. The source-drain path of the tenth transistor 27 is 

1 5 incorporated in the connection between the third and the first transistor 19 and 17 in such a 
way that the drains of the tenth and the first transistor 27, 17 are connected together and the 
source of the tenth transistor 27 is connected to the drain of the third transistor 19 as well as 
the gate of the fourth transistor 20. A second capacitor 28 is arranged between the gate of the 
fourth transistor 20 and the terminal 5. 

20 As compared with Fig. 3, the current mirror of the sixth transistor 22 and the 

seventh transistor 23 is omitted in Fig. 4. Consequently, the drain of the fourth transistor 20 is 
directly connected to the terminal 5. Also the drain of the eighth transistor 24 is directly 
connected to the terminal 5. 

Fig. 5 is a block diagram of an embodiment of a mobile data carrier according 

25 to the invention, which is adapted both for contacted and contactless connections. Elements 
corresponding to elements from the previously described Figures have the same reference 
numerals. 

For contactless energy supply and data transmission, the data carrier of Fig. 5 
comprises a resonant circuit of an inductance 29 and a third capacitor 30. When high- 
30 frequency electric energy is applied via the resonant circuit 29, 30, a voltage is generated 
therein, which is applied to the terminals 4, 5 via a rectifier arrangement 3 1 . A fourth 
capacitor 32 which is connected to the terminals 4, 5 is used for sieving and smoothing the 
voltage at the terminals 4, 5. The energy is supplied to the data-processing circuit 1 via the 
current control device 8 and the voltage-limiting control circuit 7. 
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The data carrier shown in Fig. 5 further comprises a clock preparation circuit 
33 and a data preparation circuit 34 both of which receive data and clock signals applied via 
the resonant circuit 29, 30 for separating and signal formation via a line 35. The clock 
preparation circuit 33 and the data preparation circuit 34 are also supplied with energy from 
the supply unit 6, which is shown diagrammatically by way of the connection 36 in Fig. 5. 
Clock signals and data signals are applied to the data-processing circuit 1 via a clock line 37 
and a data line 38, respectively. 

For the supply of data signals by the data-processing circuit 1, these data 
signals are applied to a modulation device 40 via a further data line 39, which modulation 
device influences, for example, the resonant circuit 29, 30 via a load modulation. 

For a contacted connection of the mobile data carrier as shown in Fig. 5 with 
external arrangements for data transmission arid energy supply, the clock line 37 is connected 
to a first contact 41, the data line 38 is connected to a second contact 42, the further data line 
39 is connected to a third contact 43 and the terminal 5 is connected to a fourth contact 44. 
For the purpose of energy supply, a fifth contact 45 is provided which is connected to the 
terminal 4. In this way, fluctuations of the power supply current at the power supply 
terminals 2, 3 do not reach the exterior of the mobile data carrier via the fifth contact 45. This 
would be the case when instead of the fifth contact 45 a sixth contact 46 were provided which 
is directly connected to the power supply terminal 2. Direct detections of fluctuations of the 
power supply current for the data-processing circuit 1 would be possible via such a sixth 
contact 46. 
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CLAIMS: 



1 . A mobile data carrier, particularly a chip card, comprising a data-processing 

circuit and a supply unit for applying electric energy to power supply terminals for operating 
the data-processing circuit from an external energy source arranged outside the data carrier, 
the supply unit comprising a voltage-limiting control circuit which is arranged parallel to the 
5 power supply terminals of the data-processing circuit, and a current control device which, 
with respect to the supply of energy to the data-processing circuit, is arranged in series with 
the parallel arrangement of the voltage-limiting control circuit and the data-processing 
circuit. 

10 2. A mobile data carrier as claimed in claim 1, characterized in that the current 

control device is adapted to supply an at least substantially load-independent supply current, 
and in that the voltage-limiting control circuit is adapted to take up an excess current which, 
with respect to the power supply current, is complementary to a power supply current taken 
up by the data-processing circuit at the power supply terminals. 

15 

3. A mobile data carrier as claimed in claim 1 or 2, characterized in that the 

supply current supplied by the current control device is at least substantially controlled in 
dependence upon only one voltage supplied by the external energy source. 

20 4. A mobile data carrier as claimed in claim 1, 2 or 3, characterized in that the 

data-processing circuit is implemented with asynchronously operating logic elements whose 
signal-processing rate is dependent on a power supply voltage applied to the power supply 
terminals of the data-processing circuit. 
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A mobile data carrier is described, particularly a chip card, comprising a data- 
processing circuit and a supply unit for applying electric energy to power supply terminals 
for operating the data-processing circuit from an external energy source arranged outside the 
data carrier, the supply unit comprising a voltage-limiting control circuit which is arranged 
5 parallel to the power supply terminals of the data-processing circuit, and a current control 
device which, with respect to the supply of energy to the data-processing circuit, is arranged 
in series with the parallel arrangement of the voltage-limiting control circuit and the data- 
processing circuit. 

Investigation of data via a measurement of the power supply voltage or the 
1 0 power supply current for the data-processing circuit is thereby prevented. 



Fig. 1 




FIG. 2 



09/623643 

2/4 



.J 




CO | 



Tl_ i 



CD 
C\J 



CO 

4 



LO 



09/623643 

3/4 



o 

o 

m 
w 
i:j 

m 

w 

O 
y 
O 

m 

a 




cvi 



11 



■e- 



CO 
CO 



09/6236 



4/4 




S^SlNEDp^CLAPATIOrt FOR PATENT APPLICATION AND POWER OF ATTORNEY 
^includes Reference to PCT International Applications) 



ATTORNEY'S DOCKET 
NUMBER 

PHD 99.001 US 



As a below named inventor, I hereby declare that: 

My residence, post office address and citizenship are as stated next to my name. 

I believe I am the original, first and sole inventor (if oniy one name is listed below) or an original, first and joint inventor (if 
plural names are listed below) of the subject matter which is claimed and for which a patent is sought on the invention 
entitled: "Mobile data carrier" 
the specification of which (check only one item below): 

□ is attached hereto. 

□ was filed as United States application 

Serial No — _ 



on 



and was amended 
on 



ffl was filed as PCT international application 

Number PCT/EP9 Q/1 040S 

bn 24 December 1QQQ (24.12.9Q) 



and was amended under PCT Article 1 9 



on 



(if applicable). 



-J hereby state that I have reviewed and understand the contents of the above-identified specification, including the 
ijijblaims, as amended by any amendment referred to above. 

:;J acknowledge the duty to disclose information which is materia! to the examination of this application in accordance with 
-Title 37, Code of Federal Regulations, § 1 .56(a). 

I hereby claim foreign priority benefits under Title 35, United States Code, § 1 1 9 of any foreign application(s) for patent 
or inventor's certificate or of any PCT international application(s) designating at least one country other than the United 
States of America listed below and have identified below any foreign application(s) for patent or inventor's certificate or 
any PCT international application(s) designating at least one country other than the United States of America filed by me 
on the same subject matter having a filing date before that of the appiication(s) of which priority is claimed: 



PRIOR FOREIGN/PCT APPLICATION(S) AND ANY PRIORITY CLAIMS UNDER 35 U.S.C. 119: 



COUNTRY 



APPLICATION NUMBER 



DATE OF FILING 
DAY, MONTH, YEAR 



PRIORITY 
CLAIMED UNDER 
35 USC 119 



Europe 



99100168.6 



7 January 1999 



YES 



Germany 



19900261.4 



7 January 1999 



YES 



PTO 



U.S. DEPARTMENT OF COMMERCE -Patent and Trademarks Office 

(July 1994) 



^Combined Declaration Fdr Patent Application and Power of Attorney (Continued) 
(includes Reference to PCT International Applications) 


Attorneys Docket Number 

PHD 99.001 US 


POWER OF ATTORNEY: As a named inventor, 1 hereby appoint the following attorney(s) abnd/or agent(s) to prosecute this application and transact 
all business in the Patent and Trademark Office connected therewith. (List name and registration number) 


Algy Tamoshunas Reg. No.J27,677 
Jack E. Haken, Reg. No. 26,902 

ci ii I MAt/c r\c it Ipamii V MAMP FIRST ttlVPN NAME 


Direct Telephone Calls to: 
(name and telephone number) 
(914)332-0222 

SECONDE GIVEN NAME 



201 



20^ 



INVENTOR 

RESiDENCe&~ 
CITIZENSHIP 



f/VDEN BESTEN 
Eindhoven 



POST OFFICE 
ADDRESS 



FUUL NAME OF 
JTOR 



ilDENCE & 
CITIZENSHIP 



POST OFFICE 
ADDRESS 



VP 



=ULL NAME OF 
INVENTOR 



RESIDENCE & 
CITIZENSHIP 



-P©STOFFTUE"ftt>DRE~SS 

Prof. Holstlaan 6 



A/L t 



FAMILY NAME 

KESSELS 



CIPl f """" 

Eindhoven 



TTOSTTJFFiCE' ADDRESS " 

Prof. Holstlaan 6 



FAMILY NAME 

TIMM 



POST OFFICE 
ADDRESS 



FULL NAME OF 
INVENTOR 



CITY 

Pinnebaixt 



POST OFFICE ADDRESS 

Pestalozzistrasse 64 



FAMILY NAME 



Gerrit 



STATE OR FOREIGN COUNTRY 

The Netherlands 



CITY 

5656 AA Eindhoven 



FIRST GIVEN NAME 

Jozef 



-ST7TTE"OK FOREIGN COUNTRY 

The Netherlands 



CITY 

5656 AA Eindhoven 



FIRST GIVEN NAME 

Vfilker 



STATE OR FOREIGN COUNTRY 

Germany 



CITY 

25421 Pinneberg 



FIRST GIVEN NAME 



COUNTRY OF CITIZENSHIP 

The Netherlands 



STATE & ZIP CODE/COUNTRY 

The Netherlands 



SECONDE GIVEN NAME 



COUNTRY OF CITIZENSHIP 

The Netherlands 

STATE & ZIP CODE/COUNTRY 

The Netherlands 



SECONDE GIVEN NAME 



COUNTRY OF CITIZENSHIP 

Germany 



STATE & ZIP CODE/COUNTRY 

Germany 



SECONDE GIVEN NAME 



1204 



RESIDENCE & 
CITIZENSHIP 



CITY 



STATE OR FOREIGN COUNTRY 



COUNTRY OF CITIZENSHIP 



POST OFFICE 
ADDRESS 



POST OFFICE ADDRESS 



CITY 



STATE & ZIP CODE/COUNTRY 



FULL NAME OF 
INVENTOR 



FAMILY NAME 



205 



RESIDENCE & 
CITIZENSHIP 



CITY 



POST OFFICE 
ADDRESS 
FULL NAME OF 
INVENTOR 



POST OFFICE ADDRESS 



FAMILY NAME 



FIRST GIVEN NAME 



SECONDE GIVEN NAME 



STATE OR FOREIGN COUNTRY 



COUNTRY OF CITIZENSHIP 



CITY 



STATE & ZIP CODE/COUNTRY 



FIRST GIVEN NAME 



SECONDE GIVEN NAME 



me 



RESIDENCE & 
CITIZENSHIP 



CITY 



STATE OR FOREIGN COUNTRY 



COUNTRY OF CITIZENSHIP 



POST OFFICE 
ADDRESS 



POST OFFICE ADDRESS 



CITY 



STATE & ZIP CODE/COUNTRY 



I hereby declare that all statements made herein of my owroJ^^e^ge^relme and that ail statements made on information and belief are believed to be 
true- and further that these statements were made Wiethe knowledge that willful false statements and the like so made are punishable by fine or 
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